Mudopmaunonnas namMsTKa /151 HECOBEPIIEHHOIETHHUX 110 BOIIPOCAM
Kubep6ezonacHoctu B cetu «UHTEpHET»

KomnbioTepHbie BUPYCHI

KomrbroTepHbiit BUPYC - 3TO PasHOBUAHOCTb KOMIBIOTEPHBIX MPOrpamm,
OT/IMYMUTEJIbHON OCOOEHHOCTBIO KOTOPOI SIBJISIETCS CMIOCOBHOCTD K PAa3SMHOKEHMIO
(konmupoBaHmio). B nmonosnHeHme K 3TOMY, BUPYChl MOTYT IOBPEOUTb WK
MOJTHOCTbIO YHUUTOXKUTD BCe (aiibl U JaHHbIe, IIOAKOHTPOJIbHbIE 110/1b30BaTeNIO,
OT MMEHM KOTOPOro 6bl1a 3anylieHa 3apakéHHasi IporpamMmma, a Takke MoBPeuTh
WIN aKe YHUUTOXUTh ONEepalyMoOHHYIO CUCTeMy €O Bcemu daiiamu B nesom. B
GObIIMHCTBE CTyYaeB PaclpOCTPAHSIOTCS BUPYChI Yepe3 MHTePHeT.

MeTopapl 3a1IUTHI OT BPeAOHOCHBIX IIPOrpamMMm:

1. Wcnonb3yit coBpemMeHHble OIepaluyMOHHbIe CUCTEMbI, MMeEIOLe
Cepbeé3HbIN YPOBEHb 3alLMUTbI OT BPEIOHOCHBIX MTPOrPamMMm;

2. [TocTtositHHO ycTaHaBauBayn mnartum (UMdpOBbIE 3aruIaTKY, KOTOpbIE
aBTOMaTMYeCK! YCTAHABJMBAKOTCA C LEJbIO JOPabOTKM IMPOrpaMMbl) M Apyrue
OOHOBJIEHMSI CBOEJ  OrnepauyoHHOM cuctembl. CkaumBai UX TOJBKO C
obuumanpHoro camra paspaborumka OC. Ecaum cyulecTByer  pexum
aBTOMAaTU4YeCKOro OOHOBJIEHMUSI, BKJIFOUM €ro;

3. Paborait Ha CBoemM KOMIIbIOTEpe TOJ IpaBamMy I1OJb30BaTessd, a He
aIMMHUCTPATOPA. OTO HE IMO3BOJIMUT OOJBLIMHCTBY BPEJOHOCHBIX IPOrpaMm
VHCTQJIJIMPOBATHCS HA TBOEM [T€PCOHAIbBHOM KOMITbIOTEpE;

4. Wcnonb3yit aHTMBUPYCHbIE IPOrpaMMHbIe€ IIPOAYKTbl M3BECTHBIX
MPOU3BOAUTEIEN, C aBTOMATUYECKUM OOHOBIeHMeM 6as;

5. Orpannub Gu3MYeCKMit AOCTYN K KOMIbIOTEPY M ITOCTOPOHHMX
JINLI;

6. Wcnonb3yit BHeUIHuMe HocuUTenu uHbopmaumm, Takue Kak dueluka,
nuck uam dann u3 UarepHeTa, TOJIbKO M3 ITPOBEPEHHbIX MCTOYHMKOB;

7. He oTkpbiBait KOMIbIOTEpPHBIE (Daiibl, MOJTyYEHHbIE U3 HEHALEKHbIX

MCTOYHMKOB. Jlake Te ¢aiiibl, KOTOpbIe NPUC/IAA TBOM 3HAKOMbIN. JIyuiie yToyHu

y Hero, OTIPaBJIsLI I OH Tebe ux.

Ceru Wi-Fi
C nomouwpio Wi-Fi MOXHO mnosiyunTh OGecriaTHbIA MHTEPHeT-JO0CTYIl B
ob1ecTBeHHbIX MecTax: Kade, oTesisiX, TOProBbIX LIEHTPaX 1 asporoprax. Tak ke



ABJIATCA OTIMYHOU BO3MOXKHOCTHIO Bbixozia B WntepHer. Ho mHoOrme akcreprs
CUMTAIOT, YTO Ob61IenocTyIHbIe Wi-Fi ceTu He SBIAIOTCS 6e30MacHbIMM.

Cogerbl 1o 6esonacHocT pa6oThl B 061eA0CTYMHBIX ceTsix Wi-Fi

. He nepenapait cBoio nmunyio uHGOPMauUMio yepes OBILELOCTYIHbIE
Wi-Fi cetn. Paborasi B HMX, 5KeJIaTeIbHO He BBOAMTb I1apoJy OOCTYTIA, JIOTUHbBI 1
Kakue-To HoMepa;

2. Mcnonb3yit n 06HOBIIAM aHTMBMPYCHbIE MPOrpaMMbl ¥ GpPaHIMAayap.
Tem cambiM ThI OGe30macuiLb cebst OT 3aKaYKM BUPYCa Ha TBOE YCTPOICTBO;

3. [Ipn mcnonssosanmn Wi-Fi orkmoun dyukumio «O6umin moctyn K
dainam u npunTepam». [laHHas (YHKUMA 3aKpbITa MO YMOJYAHMIO, OIHAKO
HEKOTOPbIE M0JIb30BaTe/M akTUBUPYIOT €€ 115 yA0OCTBa MCIIO/Ib30BaHUs B paboTe
wimn yuebe;

4. He ucnonb3yi ny6muunbiit Wi-Fi ma mepenaum nuuHbIX JaHHBIX,
Harpumep, Il BbIXOJA B COLMAIbHbIE CeTH WM B 3JIEKTPOHHYIO MTOYTY;

5. Wcnonb3yn Tonpko saumileHHoe coenuHenue yepe3 HTTPS, a ue
HTTP, T.e. npu Habope Be6-ampeca BBOAM MMEHHO «https://»;

6. B mobunbHoM TenedonHe otkmoun pyHkumio «IlToaxkmoyenme k Wi-Fi
apromarnyeckn». He monyckait aBTOMaTM4eCcKOro TMOAKIIOYEHMSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coracus.

CoumaabHbIe CeTu
CoumanbHasi CeTb - 3TO CaNlT, KOTOPBIM TMPEJOCTAB/ISET BO3MOXKHOCTH

JIFOOSM OCYLLECTBIAThL OOLIeHue Mexay cobou B MHTepHeTre. Yalle BCero B HuX
IUIST Ka)XIOro 4esjioBeKa BbIZE/SIeTCS CBOSI JIMYHAs CTPaHM4Ka, Ha KOTOPOM OH
yKasbiBaeT 0 cebe pasznMuHyl MHGOpPMaLMIO, HauMHas OT MMeHM, damuiauu u
3aKaHYMBasH JIMYHbIMK GoTorpadusimmu. MHOrue rnosb3oBaTesM He TTIOHMMAIOT, YTO
uH(popmaLmsi, pasMellleHHasi UMM B COLMAJIBHBIX CeTSX, MOXKET ObITb HauieHa 1
MCIIONB30BaHa KeM YroAHO, B TOM uucje He o6g3aresbHO ¢ Garumvn
HaMepeHUsIMA.
OcHOBHbIE COBeThI 110 0€30MacCHOCTH B COLMAJIBHBIX CeTAX:
1. Orpannub CrmMcok apy3ei. Y Tebss B OpPY3bSX HE IOO/IKHO ObITh
CTyYaMHbIX M HE3HAKOMBIX JIKOZIeN;
2. 3amminai CBOK YacTHYIO Xu3Hb. He ykasbiBail rnaposu, TesedoHbl,
azipeca, JaTy TBOEro POXKIEHMS U APYIYIO JIMUHYIO UHPOPMALMIO. 3/I0YMbILLUIEHHUKM
MOLYT MCIOJb30BaTh Aaxke MHGOPMALMIO O TOM, KaK Tbl UM TBOM POIAMUTENIN

MIaHMPyeTe MPOBeCTH KaHUKYIIbI;
3. 3awpuan CBOK pernyTaupio - JepKuM ee B 4YuCcToTe M 3agaBan cebe
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BOIIPOC: XOTeJ Obl Thl, YTOOBI APYTHE MOIH30BATENM BUAEIM, YTO Thl 3arPyiKaeliib?
[Tomymaii, npesxae 4em 4TO-TO ONMY6IMKOBAaTH, HAMMCATD ¥ 3aTPY3UTE;

4. Ecs Tbl roBOpUILL C JTIOAbMM, KOTOPBIX HE 3HAEllb, He MCIOb3Yii CBOE
peasibHOe MMSI U LPYIYIO JMYHYK MHMOpMauyuu: UMs, MECTO JKUTEeJbCTBA, MECTO
yuebbl U npouee;

5. W3bGeran pasmeinenns: dororpaduit B UnTepHere, rae Thl M306paxkeH Ha
MEeCTHOCTH, IO KOTOPO} MOYKHO ONpPeNeINTb TBOE MECTOMOIOKEHME;

6. Ilpu perucTpauuyu B COLMANBHOM CETM HEOOXOAMMO MCIIOIB30BAThH
CJIOKHbI€ MapoJu, cocTosALMe U3 OYKB 1 LM P U C KOIMYECTBOM 3HAKOB He MeHee §;

7.  JIns  cOUManbHOM CeTM, TMOYTbl M JAPYIMX CalfTOB HEOOBXOAMMO
MCIOJIb30BaTh pasHble nmapoau. Torjaa ecnm Tebs B3/IOMalOT, TO 3JI0YMbILIIEHHUKA
MoJy4aT JOCTYT TOJAbKO K OTHOMY MECTY, a He BO BCe Ccpasy.

SJIEKTPOHHbIE JeHbI'U

OJIeKTPOHHbIE JIEHbI'M — 3TO OYeHb YHAOOHBIM CIIOCOO IUIaTeXKeM, OLHAKO
CYILLECTBYIOT MOLLIEHHUKM, KOTOPbIE XOTAT MOJTYUYUTh 3T JI€HbIU.

DNIeKTPOHHbIE JEHbI'M MOSBMINCH COBCEM HEIABHO M MMEHHO M3-3a 3TOrO BO
MHOI'MX T'OCY[apCTBaxX JO CUMX IOP He MPOIMMUCAHO MPO HMX B 3aKOHAX.

B Poccum sxe oHM QYHKUMOHMPYIOT M O HUX Y3Ke MPOIMMUCAHO B 3aKOHE, Ie 1x
pasnessiioT Ha HeCKOJIbKO BMIOB - aHOHMMHbIE ¥ He aHOHMMHbIe. PasHulia B TOM, 4TO
AHOHMMHBIE - 3TO Te, B KOTODPBbIX paspelraeTcs TMPOBOAUTL omnepauuu 6e3
uaeHTuGUKaAUMM NONb30BaTe s, 8 B He aHOHMMHBIX MAEHTU(GUKALIMMA TTOL30BATESA
ABJISIETCS1 00s3aTe/IbHOMN.

Taxkke caenyer pasiuuaTbh 37€KTPOHHble ¢uaTHbIe JeHbru  (paBHbI
rOCyJapCTBEHHbIM BaJKOTaM) ¥ 3JIEKTPOHHbIE He(pMaTHbIe [JeHbrM (He paBHBI
roCy/IapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBeTbI 110 6e30MnacHoi padoTe C 3TeKTPOHHBIMM JeHbraMu:

1. TlpuBssku K cyery MOOWIbHBIM TenedoH. IDTO camblid YAOOHbBIA 1
OBICTPBIN CTOCO6 BOCCTAHOBUTH AOCTYI K cyeTy. [IpuBsizaHHbIA TesiedOH MOMOXKeET,
ec/M 3abyaelllb CBOM IUIATEXKHBIA Mapojib WM 3aijelllb Ha CAUT C HEe3HaKOMOro
YCTPOMCTBA;

2. HWcnonb3yit ogHopasoBbie mapomu. [locse mepexoza Ha YCUIEHHYIO
aBTOpM3alMIo Tebe yike He OyaeT yrposkkaTb OINACHOCTh KPaky WIM IepexBaTa
M1aTEeXKHOro rnapoJis;

3.  Beibepn cnoskubin naponb. IlpectrynHukam OyneT He MPOCTO yragath
CJIOKHBI Maposib. HaexxHbie naposi — 3TO Maposu, KOTOpble CoiepKaT He MeHee 8
3HAKOB M BKJIIOYAKOT B Cebsi CTPOYHbIE M MPOMMCHBIE OYKBbI, UMOPLI ¥ HECKOJIbKO
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CMMBOJIOB, TaKMe KakK 3HaK Jojuiapa, (yHTa, BOCKIMIATEJIbHBIM 3HAK U T.IL
Hanpumep, StROng!;;
4. He BBOAM CBOM JIMYHbIE JJAHHbIE HA CAaUTaX, KOTOPbIM He [OBEpsiellib.

JJIeKTpOHHAas rnoura
OJIeKTPOHHAA MOYTa — 3TO TEeXHOJIOrMS M INPefoCTaB/isieMble €10 YCIYTU I10

MepechbUIKe U TMOJYYEeHMIO 3JIEKTPOHHBIX COOOILEHMI, KOTOpble PAaCIpeNessiioTcs B
KOMIBbIOTepHOM ceTu. OOBIYHO 3JIEKTPOHHBIM TIOUTOBBIN  SIIUMK  BBITJISIIUT
crenyiolyM obpa3oM: MMS IOSIb30BaTe/I(@MUMS_AOMeHa. Takyke KpoMme Iieperaun
MPOCTOrO TEKCTa, MMeeTCsl BO3MOKHOCTD rnepeaBaTh (aibl.

OCHOBHBI€ COBETBI 110 6€30MacHoM paboTe C 3/IEKTPOHHOM TTOUYTON:

1. Hamo BbiGpaTh mpaBuIbHbIA MOYTOBBIM cepBuc. B VHTepHere ecThb
OrpPOMHBIN BbIOOP OECHIAaTHBIX MOYTOBBIX CEPBMCOB, OLHAKO JIyYllie JOBEpSITb TEM,
KOT'O 3Haelllb ¥ KTO MepPBbIi B PEATHUHTE;

2. He ykaspiBaift B JIMUHOM TMouTe JMYHYKO MHpopmaumioo. Hanpumep,
JTyullie BbIOPATh «MYy3bIKaJbHbI (haHat@» wam «pok2013» BmecTo «Temal 3»;

3. MHcnonw3yi ABYXITAnHYO aBTOpPU3aUMio. IDTO KOrja IMOMMMO I1apoJis
HY’KHO BBOIMTD KO, TpuchiaeMbii Mo SMS;

4. BbiGepu coKHbIM Maposnb. I KaKAOro MOYTOBOrO SIUMKA JOKEH
ObITb CBOM HaJeKHbIM, YCTOMYMBLINM K B3JIOMY [1apoJib;

5. EcaM ecTh BO3MOXKHOCTb HAamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
MCITOIb3YM 3TY BO3MOXKHOCTb;

6. Mcnonp3yil HECKONAbKO TOYTOBBIX SIIMKOB. [lepBblit A YaCTHOM
MepermMcKy C azpecaraMmi, KOTOPbIM Thbl ZOBepsielllb. DTO 3/IeKTPOHHbINA aipec He
HaJI0 MCIIOJIb30BaTh NPy perucTpaumy Ha Gopymax u canTax;

7. He otkpsbiBait (aiiibl M Apyrue BJIOKEHMS B MUCbMax Aake eCy OHU
NMPUILTM OT TBOMX Apy3eir. JIyyile yTOYHM Yy HMX, OTMPAB/ISUIA JiIM OHM Tebe 3Tu
daibi;

8. TIlocse oxkoHuaHuss paboOTbl HA TNOYTOBOM CepBMUCE Iepel 3aKpbITMEM

BKJIAZKM C CaliTOM He 3aby/ib Ha)KaTh Ha « BoliTu».

Kn6ep0yiMHr My BUPTYa/JIbHOE U31eBATEIbCTBO
KubepbyanMur  —  IpeciiefioBaHue  COODLIeHMAMM,  COIAEepPIKaLMMM

OCKOpBJIeHNs], arpeccuio, 3aryrusalne; XyJIMraHcTBO; COLMaIbHOe HOMKOTUPOBaHE

C MOMOILBIO Pa3INYHbIX MHTEPHET-CePBUCOB.
OCHOBHbIE COBeTbI 110 60pb6e ¢ Kubepoy/IIIMHIOM:
I.  He 6pocaiics B 60oii. JIyuiumit crnoco6: MOCOBETOBAThCsI KaK cebst BeCTH 1,
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€C/ HeT TOro, K KOMy MOXHO OOpaTMTbCSl, TO BHayajle YCIIOKOUTHCS. Ecau Thbi
HayHeUIb OTBeYaTb OCKOpOJIeHMSAMM Ha OCKOpOJIeHMs, TO TOJbKO elle Ooblie
pasosxkelb KOH(GIUKT;

2. VYrmpasnsi cBoei KubeppenyTraumei;

3.  AHOHMMHOCTb B cety MHuMas. CyllIeCcTBYIOT CIIOCOObI BbISCHUTb, KTO
CTOUT 32 aHOHMMHbBIM aKKayHTOM;

4. He crour BecTM XyauraHckuii obpas BMPTyasbHOM >ku3Hu. MHTeprer
Gukcupyer Bce TBOM MAeNCTBMS M COXpaHseT MX. YaaiuTh ux Oyaer KpaiiHe
3aTPYAHUTENIBHO;

5. Benu cebst BeXIMBO;

6.  HWrnopupyi eauHuuHbii HeratvB. OmHOpa3oBble OCKOPOUTEIbHbBIE
coob1ueHms yyuie urHopmpoBatb. OOGBIYHO arpeccus MpeKpallaeTcsl Ha HayalbHOM
cTaguu,

7.  ban arpeccopa. B nporpammax o6mMeHa MrHOBEHHBIMM COOOILIEHUSIVMMU, B
COUMA/IbHbIX CeTSIX €eCTb BO3MOXKHOCTb OJIOKMPOBKM OTIIPABKM COOOILLEHUIA C
OIpeJesIeHHbIX aJipecoB;

8. Ecmm Tl cBuperenp KubepbyummHra. TBou OeiCTBMS: BBICTYIIUTH
MPOTUB NpecieloBaTesIs, TOKAa3aTh €My, YTO ero AeMCTBUSI OLIEHMBAIOTCSI HEraTUBHO,
NOAJEepPKaTh JKEPTBY, KOTOPOI HYXXHA TMCUXOJOrM4yeckas TIOMOLb, COOOLMTEL
B3POCJIbIM O (haKTe arpecCMBHOIO MOBEAEHMUS B CETHU.

Mo6uibHbI TenedoH

CoBpemeHHble cMapTGOHbI M TUIAHILIETHI COepKaT B cebe BIOJIHEe B3POCIIbli
GYHKLUMOHA, ¥ Ternepb OHM MOIYT KOHKYPUMpPOBaTb CO CTaUMOHApPHbIMMU
koMmibloTepamu. OfHAKO, CPeNCTB 3aLUThl i1 TOJOOHBIX YCTPOMCTB IOKA OYEHbH
maso. TecTMpoBaHue M MOUCK YA3BUMOCTEM B HUX MPOUCXOAMUT HE TaK MHTEHCUBHO,
kak g [1K, To ke camoe KacaeTcsi ¥ MOOWIIbHbBIX MTPUJIOXKEHUA.

CoBpemeHHble MOOWIbHbIE Opay3epbl yKe MPaKTUYeCKu JOTHAIM HACTOJIbHbIE
aHasiory, OfHaKko pacummpenyue GyHKIMOHaIa BjieyeT 3a CO00M OOBLIYIO CIOXHOCTD

1 MEHBILYIO 3aUUIEHHOCTb.
JIlaneko He BCe NPOM3BOAMTENM BbIMYCKAIOT OOHOBIEHMS, 3aKpbIBaIOLLME
KPUTUYECKME YSI3BUMOCTH JIJISi CBOUX YCTPOMCTB.
OcCHOBHBIe COBETbI /11 6€3011acCHOCTH MOOM/IbHOrO TesiedpoHa:
. Byzab octoposkeH, Besib Korja Tede mpeiaraioT 6ecriaTHbI KOHTEHT, B
HEM MOTYT ObITb CKPbITbI KaK/e-TO IUIaTHbIE YCIIYTH;
2 Iymait, npexae uem ornpaButb SMS, ¢oro wmm Bugeo. Tei TOUHO

3Haelllb, I'Jie OHM OYYT B KOHEYHOM UTOre?
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3. Heob6xoaumo 06HOB/ATH ONEPALMOHHYIO CUCTEMY TBOErO cMmapTdoHa;

4. Mcrnonp3syit aHTMBUPYCHbI@ IIPOrPaMMBbl /711 MOGUIBHBIX TesIe(hOHOB;

5. He 3arpyxail npuIOXKeHMS OT HEM3BECTHOTO WCTOYHMKA, BEdb OHMU
MOT'YT COIEPIKaTh BPEJJOHOCHOE ITPOrPaMMHOe 0becreueHme;

6. [locne Toro kak Thl BbIAZEIbL C CaifTa, TA€ BBOAMI JIMYHYIO
uMHpOpMauuio, 3ai1M B HACTPOIKK Bpay3epa U YAaau COOKies;

7. Ilepuomuyeckyu mnpoBepsiii Kakue IIaTHbIE YCAYTM aKTMBMPOBAHbI Ha
TBOEM HOMEDE;

8. IlaBaii CBOM HOMEpP MOOMIIBHOTO TeneOHa TOJIBKO JIKOSIM, KOTOPhIX Thl
3Haelllb ¥ KOMY J0OBepsiellib;

0. Bluetooth nomskeH GbITh BBIK/IIOYEH, KOrJa Thl MM HE MOJb3yelibcs. He
3aObIBal MHOI' A NIPOBEPSATH 3TO.

DUINMHT WY KPayka JINYHbIX JaHHBIX

naBHas wenbs ¢ummHr - Buaa VHTepHET-MOILIEHHMYECTBa, COCTOMT B

MOJTy4YeHNM KOHUAeHIMAIbHbBIX IaHHbIX 110JIb30BaTeNIeli — JIOTMHOB U naposteit. Ha
aHrymickoMm si3bike phishing umraercss kak ¢uwmur (ot fishing — pbibHas 0B,
password — maposb).

OcHoBHbI€e cOBeTbI 110 6opbhe ¢ huimmHrom:

1. Cnemu 3a cBoMM akkayHTOM. Ecau Thl mogo3peBaellib, 4TO TBOS aHKETa
Obl1a B37IOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATL €€ M COOOLIUThL agMMHUCTPATOPam
pecypca 06 3TOM KaK MOYXHO CKODee;

2. Hcrnionb3yn Ge3ornacHele BeO-CaiThbl, B TOM YuUCJe, MHTEePHEeT- MarasmHoB
M TIOMCKOBBIX CUCTEM;

3. Wcnoaw3yii c/iokHbIE M pasHble maposym. Takum obpasom, eciim Tebds
B3/IOMAIOT, TO 3/JIOYMBILUUIEHHMKM IIOTy4YaT HAOCTYIl TOJIBKO K OIZHOMY TBOeMY
npoGuIo B CeTH, a HE KO BCeM;

4. Ecan Tebs B3nomanu, TO HeoOXOAMMO MnpeaynpeauTb BCeX CBOMX
3HAKOMbBIX, KOTOpble NOOaB/ieHbl y TeOsI B APY3bSIX, O TOM, YTO Tebs B3oOMaaud u,
BO3MOYKHO, OT TBOEro MMeHM OVYIeT pacchiiaTbCs CraM M CCbUIKM Ha (QUIUMHIOBbIE
CaMTBI;

5. YcranoBu HajekHbIM nmaposb (PLI) Ha MOOUIbHEIN TenedoH;

6.  Orkmoum coxpaHeHue napossi B bpaysepe;

7. He otkpsbiBai (aiibl u Apyrue BIOXKEHUS B MUCbMaxX Jayke eCjiM OHK
NPULUIA OT TBOMX Jpy3eit. JIyullie YTOYHM Y HUX, OTIIPABJSLIM JIM OHU Tebe 3Tu

(banbl.






